AFN Connect

Trusted User Processes For Decoders
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Overview

Effective 1 September 2011, the decoder functions serviced by PVConnect will be
serviced by AFNConnect. These services are performed at the American Forces

Network-Broadcast Center (AFN-BC). Personnel are available 24 hours a day, 365 days

a year for decoder transactions and to answer questions.
Requests will be handled within 24 hours of the AFN-BC receiving them.

Browser Specific Issues

The AFNConnect system has been tested with all major browsers. Most major browsers

accept Secure Socket Layer (SSL) certificates from the Department of Defense.

However, FireFox displays an “Untrusted Connection” warning when entering the site.

¥ untrusted Connection - Mozilla Firefox (=[]

Fle Edt Wew Hgtory Bookmarks Tools Help

@ - C (o) | [hepsipafconnect.myafn. dodmediaosdmi & - [~ cooule
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This Connection is Untrusted

&=
|
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Vou have asked Firsfox ta connect sacurely to afnconnect.myafi.dodmedia.osd.mil, but we
can't confirm that your connection is secure.

Hormally, when you kry to connect securely, sites will present trusted identification to prove that
you are going ko the right place, However, this site's identity can't be verified.

what should I Do?

TF you usually connect to this site without prablems, this error could mean that someone is trying to
impersonate the site, and you shouldn't continue,

Get me out of here!

Technical Details

I Understand the Risks

| Dane

[# 4

To get past this message, please click the I Understand the Risks link followed by the

Add Exception... button.

File Edt Wiew History Bookmarks Tools Help

@ - C G | [hepsigpafrcomect mystncodmedisosdml > < [$@=]coode S

il present trusted id
site's identity car

What should I Do?

1F you usually connect to this sie without prablems, this error could mean that someone s trying
to impersonate the site, and you shouldn't continue.

Get me out of herel

Technical Details

1 Understand the Risks
1F you understand what's oing on, you can tell Firefox to start brusting this ste's identification.
Eves the site, this error could mean that someone is tampering with

easan why this site doesn't use trusted
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An Add Security Exception dialog will appear — click the Confirm Security Exception
button at the bottom.

Add Security Exception x|

¥ou are about ko override how Firefox identifies this site.
V' Legitimate banks, stares, and other public sites will not ask you ko da this.
[/ =Y

Server
[LDCEHUHI L Get Certificate
[ Certificate Skatus
This site attempts ta identify itself with invalid information, Vicw...
Unknown Identity

Certificate is not trusted, because it hasn't been verified by a recognized autharity,

™| Bermanently store this exception

I gunﬁrmﬁecuntyExcepmn|I Cancel |
J

You will be directed to the entry page for AFNConnect after you have confirmed the
FireFox security exception.

Bl Bl Yew  bgloy  fockmaks  Jook b
@ » @ X [P remeisrrens . dodneds oz i - -

| B ninconnet [

Initial Login

You will receive your Trusted User credentials by e-mail which includes your user name
(e-mail address) and a temporary password. Before taking action on a decoder you must
change your password. Navigate your web browser to
https://login.myafn.dodmedia.osd.mil/login.aspx and enter your e-mail address and the
password you received.
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cogn. e dodmeda.csd miltc

Liser muame: |

Password,  [reseseernenas |

™ Rememoer Me Enrgot Password?

Repister | oK |_ Cancel

The system will tell you that the password you entered was temporary and needs to be
changed.

[ The page at https://loginmyafn.dodmedia.osd.mil ... x|

The password you have used is a temporary password, A page will
popup where you can change your password,

™ Prevent this page From creating additional dialogs.

When the OK button is clicked, the Account Information screen is displayed. Some of
the information is already populated. Please fill in the rest of the required information
which is indicated by a red asterisk (*). This screen will either open in a new window or
in a new tab of the same browser session depending on your browser settings.
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ﬁ'.’)inccuunt - Armed Forces Network - Defense Media. ;iiy - U.;TDeparinmnt of Defense - I’E’c;éi;lfhrume

) @3’2‘? Bringing you home since 1942

Account Management

Your e-mail address: ||

Change password | ..............

Retype password | ..............

Firstname: |

Lastname: |

Base affiliation |

Rank |

Company. |

Pasitian |

Strast Addrass: |
I
city. [W— "
Country: | =l
statelProvinee; [T | ¥
Postal Code: [T ¥
Commercial phong l—*
Cammercial fax li
psn: [T— | *
Faosn: [
Mobile phone ,—

Retype the characters from the picture:

Subrmit Changes

After your information has been submitted, please go back to the original browser
window. The page will have redirect to the Application Access page.
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(2 Account Access - Armed Force

(¢} E|https:Ifaccount‘myafﬂ.dodmed\a‘osd.m\\fSecurelAccess.asox?SSO:FTB1402FFFDOZSBO250COBO4ABFA7794295i’}f f‘gﬁ

& (8 & A

/1 &%g Bringing you home since 1942

\Defanse Media Activity - American Forces Netwoﬂ
Application Access

AFN Connect hitpeifafnconnect myafn.dodmedia.osd.mil

Clicking the AFN Connect link on the Application Access page will take you to the entry
page.

B RN Connect

&« C & htps/afconnact. myaf.dodmedia.osd.mil

xKmy

AMERICAN FORCES NETWORK CRNLINE

AFNCONNECT
Pl nter the Tld and UA numbers, found on the back of your decoder
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Activating a decoder

The Activate Decoder procedure takes place when a decoder has been leased or issued to
a new customer. This process creates a new customer record in the AFNConnect
database as well as request that the decoder be activated.

Navigate to the AFNConnect entry page either through the Manage My Decoder link on
the myAFN.net home page or at https://afnconnect.myafn.dodmedia.osd.mil.

Enter the Tracking ID (TID) and User Address (UA) of the decoder to be activated. You
will be prompted to log in. If the decoder is leased or issued, the system will notify you
and take you to the Login page when you click OK.

| The page at https://afnconnect.myafn.dodmedia.o... x|

According bo our records, the decoder information you entered is
linked to a decoder owned by one of our leasing wendors,

You will now be redirected ko a secure area ko continue
processing.
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Log In - Armed Forces Networ

C | 8 htips:/login.myafn.dodmedia.osd. milLogin.aspxPeru=httpsth 32 %2% 2fafnconnect. myafn. dodmedia.csd &f £ \_.é, o) ‘\n

&3 DBringing you home since 1942

F‘sji’&é

User name:
Password.

™ Remember Me Eorgot Passwiord?

Register Ok Cancel

Enter your Trusted User credentials and click OK. You will be taken to the Trusted User
landing page. If you have logged in recently your credentials may be cached and the
login process will be skipped.
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B RN Connect

€« C | & https:/faficonnect myafn.dodmedia.osd.milfSecure/?SS0=E3053484C4045668900476780387A vy | # & (@] © aZ

XxEmy

AMERICAN FORCES NETWORK CNLINE

AFNCONNECT

Please enter what task you would like us to perform on the decoder, and a reason for the request. We
will process your request promptly.

NOTE: Only trusted users can make changes to Leased decoders. If you are not a Trusted User, you will
receive a message stating this and you will need to contact the AFN Broadcast Center to resolve this

issue.

Thank you,
AFN Broadcast Center Technologist

Tracking Id: 012731103567
User Address: 2501797
Your Email Address: —

Decoder Status: DEACTIVE

Task to be Performed:

Reason for Request:

FOR HELF OR ¢

Each of the tasks has “Tool Tip” help describing their function.
Decoder Status: DEACTIVE

Task to be Performed: o

Issuing a decoder to a new resident or customer.

Select the Activate radio button and click next. You will be taken to the customer
information screen.
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AFNCONNECT AFNCONNECT
v Info APOFPO

Decoder Authorizati

FOR HELF OR GUESTIONS PLEASE CALL +1 (851) 413-2338 (DSN:(312) 348-1338) OR E-MAILUS AT FOR HELP 0 CUEETIONS PLEASE CALL | (351} 413 318 (DS (31 2 3451 130) O E-MAL UEAT

All fields marked with a red asterisk (*) are required. Many fields will display “Tool
Tip” help when they are entered or clicked on. These pop-ups explain in more detail
what information is required and any help specific to that data.

AFNCONNECT

Owner - AFN Station, Store, Unit, or Individual

- If owned by an individual, choose INDIVIDUAL PURCHASED.
- If owned by an organization/unit, choose ISSUED if the decoder was issued
to the unit, or choose UNIT PURCHASED if the owning unit purchased the decoder

- If owned by a US Embassy, choose STATE DEPT FURCHASED

The Locality field will auto-filter based on the country selected. When entering the
system as a Trusted User, the Decoder Category field will default to “Leased.”

A government e-mail address (.mil, @state.gov) is required for everyone who obtains a
decoder except for DoD contractors and military retirees. The exceptions are DoD
contractors and retired veterans that are eligible to receive AFN service. Before requests
for these personnel will be processed a copy of their current military ID or CAC card
needs to be scanned and e-mailed to decoders@dma.mil. Please advise decoder users to
blank out their Social Security number if it is on their ID before they send it. If no e-mail
is accessible, please fax a copy to +1 (951) 413-2410.

Click the Submit button when all of the viewer’s information has been entered. The page
will redirect you to the Acknowledgment screen. When this screen appears an e-mail is
sent notifying the AFN-BC that action needs to be taken on the decoder. The activation
will take place within 24 hours. Both the Trusted User and the person receiving the
decoder will receive an e-mail when the activation has been completed.

Page 11



E AFM Connect

€ C | @ htips.//afconnect. myafn.dodmedia.osd.mi/SecUre/?SS0=00DEFEESFADOEFE 23FE 1A0830CEC Ty | & © & (@] & A

£y

FORCES NETWORK ONLINE

AFNCONNECT

Thank you for filling out the decoder activation request form. An email has been sent to the
AFN-BC for processing.

If you have any questions please contact AFN-BC at +1 (851) 413-2338 (DSN: (312) 348-1338) or

by email at AFNC onnect@dma.mil

Your Request # is: 00000072

Your request number will be displayed on the Acknowledgement screen — in yellow
above. Click the Click here to Create a New Request button to take action on another
decoder.

Deactivating a Decoder

The Deactivate Decoder procedure takes place when a decoder has been Turned in to be
re-leased, temporarily taken off-line due to lack of rental payment, turned in and is to
be sold, or is taken out of service.

Navigate to the AFNConnect entry page either through the Manage My Decoder link on
the myAFN.net home page or at https://afnconnect.myafn.dodmedia.osd.mil.

P AP Connect

&« C | 3 htps://afconnect. myafn.dadmedia.osd. mi

xKmy

AMERCAN FORCES NETWORK CRUNE

AFNCONNECT

B erthe Tld and UA

Enter the TID and UA of the decoder to be Deactivated. You will be prompted to log in.
If the decoder is leased or issued, the system will notify you and take you to the Login
page when you click OK.
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'-The page at https://afnconnect.myafn.dodmedia.o... x|

According bo our records, the decoder information vou entered is
linked to a decoder owned by one of our lzasing vendors.

You will now be redirected ko a secure area ko continue
processing.

Lag In - Armed Forces Networ

&« C' | @ htips:/flogin.myafn.dodmedia.osd. mill_ogin.aspxPoru=htps % 3a%2f%2famconnect. myai. dodmedia.osd ¥ ﬁé A\ L@, o) "\n

&3 Bringing you home since 1942

User name
Password

I” Remember Me Forgot Password?

Reqgister OK Cancel

Enter your Trusted User credentials and click OK. You will be taken to the Trusted User
landing page. If you have logged in recently your credentials may be cached and the
login process will be skipped.
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P AFN Comnect

€« C [ htps://afnconnect. myafn.dodmedia.osd.milfSecure /PS50 =7C90BC 70C 1EFE733FB 130295986 7505653 &
Y.

xmy

3
AMERICAN FORCES NETWORK ONUNE

S

AFNCONNECT

Please enter what task you would like us to perform on the decoder, and a reason for the request. We
will process your request promptly.

NOTE: Only trusted users can make changes to Leased decoders. If you are not a Trusted User, you will
receive a message stating this and you will need to contact the AFN Broadcast Center to resolve this
issue.

Thank you,
AFN Broadcast Center Technologist

Tracking Id: 102760073375
User Address: 2911244
Your Email Address: —

Decoder Status: ACTIVE

Task to he Performed: / te Decoder

Reason for Request:

Select the Deactivate Decoder radio button and enter a reason for the request. For record
keeping purposes, a reason is required when deactivating a decoder. Click Next when
this data has been entered and you will be sent to the Request Acknowledgement page.

P aF Connect

€« C' & htips:/famconnect. myaf.dodmedia.osd. mil/Secure/

xXmy

AMERICAN FORCES NETWORK ORUNE

AFNCONNECT

Thank you for filling out the decoder activation request form. An email has been sent to the
AFN-BC for processing.

If you have any questions please contact AFN-BC at +1 (951) 4132333 (DSN: (312) 348-1333) or
by email at AFNConnect@dma.mil

Your Request # is: 00000075
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When the acknowledgement page is displayed an e-mail is sent to the AFN-BC letting
them know that the decoder in question needs to be deactivated. These requests will be
completed within 72 hours.

Reactivate a Decoder

The Reactivate Decoder procedure is used to turn a decoder back on that has been taken
temporarily off-line. An example would be authorizing a decoder that was deactivated
do to lack of rental payment.

Navigate to the AFNConnect entry page either through the Manage My Decoder link on
the myAFN.net home page or at https://afnconnect.myafn.dodmedia.osd.mil.

KXy

FORCES METWORK CUNE

AFNCONNECT

Please enter the Tld and UA numbers, found on the back of your decoder

Enter the TID and UA of the decoder to be reactivated. You will be prompted to log in.
If the decoder is leased or issued, the system will notify you and take you to the Login
page when you click OK.

T ' x|

he page at https://afnconnect.myafn.dodmedia.o...

According bo our records, the decoder infarmation you entered is
linked to a decoder owned by one of our leasing wendors.

You will mow be redirected ko a secure area ko conkinue
processing.
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P Log In - amed Forces Metwor

Cc E“|ht:tps:/flognmyafmdodmed\a‘osd‘mll,’Logm.aspx?cru:https%’ja%zf%zfaﬁwconﬁectmyafﬁ.dodmedla.osdﬁ if# & |

?}@Q Bringing you home since 1942

=
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User name:

™ Remember Me Eorgot Passwiord?

Register Ok Cancel

Password.

Enter your Trusted User credentials and click OK. You will be taken to the Trusted User
landing page. If you have logged in recently your credentials may be cached and the
login process will be skipped.

E AFN Connect
&« C A https://afnconnect myafin.dodmedia.osd.mil/Secure/

xKmy

AMERICAN FORCES NETWORK ONUNE

AFNCONNECT

Please enter what task you would like us to perform on the decoder, and a reason for the request. We
will process your request promptly.

NOTE: Only trusted users can make changes to Leased decoders. If you are not a Trusted User, you will
receive a message stating this and you will need to contact the AFN Broadcast Center to resolve this

issue.

Thank you,
AFN Broadcast Center Technologist

Tracking Id: 102760073375

User Address: 2011244
Your Email Address: —

Decoder Status: DEACTIVE

Task to be Performed:

Reason for Request:
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Select the Reactivate Decoder radio button. Click next when this data has been entered
and you will be sent to the Request Acknowledgement page.

€« C | & htps/fafconnect. myafh.dodmedia.osd, mi/Secure/

iy

+x
AMERICAN FORCES NETWORK CRLNE

g
AFNCONNECT

Thank you for filling out the decoder activation request form. An email has been sent to the
AFN-BC for processing.

If you have any questions please contact AFN-BC at +1 (951) 413-2339 (DSN: (312) 348-1339) or
by email at AFNConnecti@dma.mil

Your Request #

When the acknowledgement page is displayed an e-mail is sent to the AFN-BC letting
them know that the decoder in question needs to be reactivated. These requests will be
handled as soon as possible.

Lost or Forgotten Password

If you have lost or forgotten your password access the login page at
https://login.myafn.dodmedia.osd.mil/login.aspx and click the Forgot Password? link.
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Log In - Armed Forces Metwor

c Ehttps:,fﬂogin.m\/aﬁmdodmedia.osd.miIfLog\naspx?cru:htms%aa%zf%zfaﬁconnectmyaﬁmdodmedla‘osd7,'& ﬁé A\ |_‘.'§g! o) ‘\n

W' /R 8%y Bringing you home since 1942

User name |

Password: |

™ Remember Me Eorgot Password? I
Register Ok | Cancel |

You will be redirected to a page allowing you to reset your password. Enter your e-mail
address and the characters from the graphic at the bottom of the page and click continue.

) A(cuunt i\rmed Furces Netwurk VDefense Medla R(l;l\'}ty T.I %. Department uf Defense Euugle [hrume

ﬂ https: /faccount. myafn. dodmedia. osd. miliR etrievePassward. aspx Peru=httpse3a%.2F%: 2flogin. myafn dodmedia. osd mil%:2Flogin. aspx.

,,5,% Bringing you home since 1942

Reset your password

Before you can reset your password, you need 1o type in your e-mail address and the characters in the picture below.

lYnurE—mail address | *]

Retype the characters from the picture:

Continue

A temporary password will be e-mailed to you at the address on file. Follow the
instructions under “Initial Login” to change your password to something permanent.
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How Do | Change My Trusted User Information?

Currently only the Technologists at the AFN-BC have this ability. Please send them an
e-mail with your name and the information to be changed. These requests will be
completed within 72 hours.

How Do | Get Help?

The contact information for the AFN-BC is located at the bottom of each of the
AFNConnect site pages.

FOR HELF OR QUESTIONS PLEASE GALL +1 (951) 413-2339 (DSN:(312) 345-1339) OR E-MAIL US AT

The contact information for the Technologists at the AFN-BC is:

Phone (United States):  +1 (951) 413-2339

DSN: (312) 348-1339
Fax: YTD
E-Mail: afnconnect@dma.mil

How Do | Suggest Features or Report Issues?

Please send any suggestions you have or issues you find to the Technologists at
afnconnect@dma.mil.
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